Onucanue QyHKIUOHAJIbHBIX
XAPAKTEPUCTHK MPOrPAMMHOI0 O0ecreveHus

HaumenoBanue I10: MHaTepHeT 3KBalipuHr U IJIaTEKHbIN npoueccuHr "Jloruka"
Bepcus: v2.3.3

1. Haznauenue 11O

[IporpammHOe oOecrieueHre IpeICTaBIseT co0oit iaTéxkHyo miardgopmy (Payment Processing
System), npeaHa3HaYeHHYIO JUIsl TpUEMa U 00pabOTKH IEKTPOHHBIX IJIaTeXeH OT KIMEHTOB
MCPYAHTOB C UCIIOJIb30BAHHUEM 0aHKOBCKHUX KapT.

2. OcHOBHBIC PYHKIIUU

IIpuém miaareskeii yepe3 6aHKOBCkHE KapThl (Mup).

BeinuiaTel coBepiatoTcs 10 3anpocy MepyaHTa yepe3 BeO-kabunet uinu API (co3znanue
3asBKM Ha BBIBOJI CPE/ICTB).

APIl-unTepdeiic Ui HHTErpaluyu C BHEIIHUMU CUCTEMaMU MEPYaHTOB.

Be6-ka0uHeT ¢ 7amIOOPAOM /171 YIPABICHUS ONEPALUAMH, IPOCMOTPA CTATUCTUKH U
BBIIPY3KH OTYETOB.

3-D Secure ais 3ammThl TpaH3aKIHiA.

CootrBercrBue PCI DSS tpeGoBanusim.

AHTH(}PpOA-MOAYJIB IS aHAIM3a TPAH3AKIUN U TPETOTBPAILIEHHS] MOILIEHHUYECKON
AKTUBHOCTH.

Texnuueckne XapakTepuCTUKN

ApXHTEKTYypa: MUKpOCepBHUCHas1, cepBuchl Ha Python u Ruby, Be6-ceprep Nginx.
[Moanepxusaembie OC: Debian, Ubuntu, CentOS.

Cuctema Buptyanuzanuu: KVM (gomyctumo ucnonb3oBanue VMware ESXi).
Xpanwnuiie qanusix: PostgreSQL, Redis, MongoDB.

MacuitabupoBaHue: Mo aepkka FTOPU30HTAIIBHOTO U BEPTHKAIBHOTO MACIITaOUPOBAHUS
CEpPBHUCOB.

JlorupoBaHue ¥ MOHUTOPHHT: IICHTPAJU30BAHHAS CHCTEMA KYPHATHUPOBAHUS COOBITHI U
OIINOOK.

4. be30omacHoOCTb

[Toxnepxka 3-D Secure.

CoOcTBeHHBIN aHTH(POA-MOAYJIb [ BHIIBICHUS MOA03PUTEIBHBIX ONEpaLnii.
[Mudposanue nanusix (TLS 1.2/1.3).

CoortsetctBue TpedboBanusiM PCIl DSS no xpanenuto u 00paboTke JaHHBIX KapT.

5. Orpannyenus

ITO Tpebyer moakrOUEHUs K OaHKaM-3KBaliepaM il paboTHI.
BrlmutaTel BO3MOKHBI TOJIBKO IPU HAJTUYUU MOATBEPKAEHHON 3asIBKM MEPUYAHTA.



Getting Started

This repo includes all needed services.
To clone all repos at once just run:

git clone git@gitlab.com:reactive-pay-distribution/rpay-engine.git

Docker install

Install docker on your local machine: https://www.docker.com/community-edition#/download

Then start building your services:

docker-compose build

or

./build.sh
Once it finished we need to setup some basic data.

Setup all service:

./init.sh

Setup business service:

e docker-compose run --rm business bash
e rake db:create

e rake db:migrate

e rake db:seed

e exit

If something went wrong with development data, you can try to clear the database using the
following rake task:

e rake db:clear
It clears all data but does not drop the database, so you can start over rake db:migrate again.

Setup core service:

e docker-compose run --rm core bash

e rake db:create

e rake db:migrate

e rake db:seed

e rake reactivepay:setup db data

e rake reactivepay:add demo business_account

e rake reactivepay:add wallet business account
e exit


https://www.docker.com/community-edition#/download

And again here, if something went wrong with development data, try again with rake
db:clear.

Setup settings service:

docker-compose run --rm settings bash
rake db:create

rake db:migrate

rake db:seed

exit

Setup guard service:
For guard service there's no any additional setup.
Get up and running your services:

e docker-compose up
or

e ./up.sh

Metabase

« setup your local metabase at http://localhost:9000/setup

« to connect to your business and core dbs enter the following credentials

e name: business (or core)

o host: postgres

e port: 5432

« database name: reactivepay business_development (or reactivepay_core_development)
o database username: postgres

» database password: leave empty

« Additional JDBC connection string options: leave empty

e Use an SSH-tunnel for database connections: false

o This s a large database, so let me choose when Metabase syncs and scans: false

To add another db just go to http://localhost:9000/admin/databases/create

Final checks

Check that services are reachable for each other.
To do that, enter into each container and try to reach other service via RestClient

please note:

« you should get up and running your services first to be able to reach multiple services
from separate console

core:


http://localhost:9000/setup
http://localhost:9000/admin/databases/create

— docker-compose run --rm core bash

Starting rpay-engine postgres 1 ... done

Starting rpay-engine redis 1 ... done
root@b3ad4703d4alc:/services/core# rails c

Loading development environment (Rails 4.2.8)

[1] pry(main)> RestClient.get(Rails.application.config.settings host url)

=> <RestClient::Response 200 "{\"version\":...">

[2] pry(main)> RestClient.get(Rails.application.config.business host url)
=> <RestClient::Response 200 "{\"version\":...">

[3] pry(main)> redis info = Sidekig.redis { |conn| conn.info }

=> {"redis version"=>"4.0.8",

business:

— docker-compose run --rm business bash
Starting rpay-engine postgres 1 ... done
Starting rpay-engine redis 1 ... done

root@b837767f5d4e:/services/business# rails c
Loading development environment (Rails 4.2.8)
[1] pry(main)> RestClient.get(Rails.application.config.settings host url)

=> <RestClient::Response 200 "{\"version\":...">

[2] pry(main)> RestClient.get (Rails.application.config.core host url)

=> <RestClient::Response 200 "{\"success\":...">

[3] pry(main)> RestClient.get(Rails.application.config.antifraud service url)
=> <RestClient::Response 200 "{\"version\":...">

[4] pry(main)> redis_info = Sidekig.redis { |conn| conn.info }

=> {"redis version"=>"4.0.8",

How to perform default gateway callback for dev needs

Send POST request to http://localhost:4000/callback/default with the following data:

{
"token": "58576d820b58552cddc3b03e548c8017"

}

Where 58576d820b58552cddc3b03e548c8017 IS your payment token (you can grab it from url
http://localhost:4000/checkout_results/58576d820b58552cddc3b03e548¢8017 via checkout
process)

How to remove all docker's local artefacts

./clean all.sh

OnucaHue METO/IOB SKCILTyaTalluu

1. ABTOpH3aIMs NOJIb30BaTEN

Jns noctyna K GyHKIMOHATY IPUIIOKEHUSI MEHeKep (MIIM MHOM yIOJTHOMOYEHHBIHN
MOJIb30BATENb) IPOXOIUT MPOLEAYPY ayTEHTU(HUKAIIMY Ha CTPAHUIIE BXO/A.


http://localhost:4000/callback/default
http://localhost:4000/checkout_results/58576d820b58552cddc3b03e548c8017

Menemxep UMeeT T0CTYI K aIMUHIUCTPATUBHOMY (YHKIIMOHATY, BKIJIIOYask IPOCMOTP
TpaH3aKIUH, yIpaBJIeHUEe MEpUYaHTaMH, CO3/IaHUE OTYETOB U SKCIOPT JAHHBIX.

2. Pa3nen «MepuaHTb»

Paznen npeaHasHadeH A1 ynpaBieHHUs yYETHBIMU 3alIUCAMU MEPUAHTOB (TOPrOBBIX
NapTHEPOB), MOAKIIOYEHHBIX K IIATEKHON cUCTEME. 3[1ECh MEHEKEPBI MOT'YT IIPOCMAaTPUBATh,
pEeaKTUPOBATh U J00ABIATH HOBBIX MEPUYAHTOB, A TAKXKE MOIY4aTh AOCTYI K UX YUETHBIM
JTaHHBIM U HACTPOMKAaM.

D yHKIMOHAJIBbHBIE BO3SMOKHOCTH:

1. [Touck u pumpTparys:

0 B BepxHeii yactu uHTEpdelica pacrnonokeH NOMCKOBBIN 00K, MO3BOJISIOIIUI BBIIOIHATh
nouck no 1D, HoMepy TenedoHa UK agpecy IEKTPOHHON MOYTHI.

0 Taxoke moctynen GUIBTp MO CTATYCy — PEAbHBINA WM TECTOBBIN MEPUYaAHT.
2. Tabnua Mep4aHTOB:

B Ta6J'II/II_IC 0T06pa>1<a}0Tc51 OCHOBHBIC CBCACHUSA 110 KAXKAOMY MEPUAHTY:

0 Jlata co3aHus — Jara perucTpalui MepUaHTa B CHCTEME.

0 ID — yHukanbHbI naeHTHuKaTOp B 6a3e TaHHBIX.

0 HanmeHoBaHMe KOMITAHUY — FOPUANYECKOE HITH TOPTOBOE UM TTAPTHEPA.
0 Email — koHTakTHBIH aapec Tl yBEJOMIICHHI U CBS3H.

0 Cy06akkayHTBl — KOJMYECTBO JTIOYEPHUX aKKAYHTOB (€CIIH HUCTIOIb3yeTCsI

MHOT'OYpPOBHEBasl CTPYKTYPA).
0 [IpuBaTHBIN KITIOY MEpUYaHTa — UCHOJB3YETCs JUIsl ayTeHTUPHUKauK 3anpocos B APL

0 Peanbnbiii / TecToBbIif cTaTyc — onpezenseT THI y4€THOH 3anucu (True — 60eBoii,
False — tecToBbrIit).

0 JleiicTBYsI — MaHes b YIpaBJICHUs 11 PeIaKTUPOBAHMS, YAAIECHUS U BX0/1a B TPODUITH
MEpYaHTA.

3. JleicTBUSsI Haj 3aMUCSIMU:

0 PenaktupoBanue (MKOHKA KapaHJalia) — OTKpPhIBAaeT POopMy U3MEHEHUS JaHHBIX
MEpYaHTA.

0 ABTOpHU3aNys OT UMEHH MepYaHTa (MKOHKA CTPEJIKH) — BBITIOJHSIET BXOJ B CHCTEMY OT

MMEHHU BBIOPAaHHOTO MEpYaHTa JJIs POBEPKHU ero nHTepdeiica u mpas 10CTymA.



0 VY nanenue (MKOHKa KOP3UHBI, €CIIM JOCTYIIHA) — yAajseT YYETHYIO 3alUCh MOCTe
MOATBEPKICHUS.

4. JloGaBieHre HOBOTO MEPYAHTA!
B npaBom BepxHeM yrIily pacrnojokeHa KHomnka «Jlo6aBuTh HOBoro mepuanTa». Ilpu Haxaruu

OTKpBbIBaeTCs (popMa perucTpaluy HOBOro napTHEpa, I/ie yKa3blBalOTCsl PEKBU3HUThI, KOHTAKTHBIE
JaHHbIE, BAJIIOTHI, K04l API 1 npoune napameTpbl NOJKIOYEHMSL.

3. Pasnen «[lnarexu / Beimate»

Ha3nauenue:

Paznen npegnaznaueH /uisi MOHUTOPUHTA, aHATM3a U YIIPABJICHUS BCeMU (DMHAHCOBBIMU
ONepaLMsIMU, IPOXOIAIIMMHU YEPE3 CUCTEMY — KaK BXOJAIIMMH IJIaTEKaMU OT KIIMEHTOB, TaK U
MCXOJIAIIMMHU BBITIJIATAMU MEPYAHTAM.

OYHKIMOHATIBHBIE BO3MOKHOCTHU

1. [Touck u GpunpTpays:

0 B BepxHeii maHenu 10CTyNeH NOUCK 0 TOKEHY, eémail, HAMEeHOBaHUIO KOMITaHUH,
IICEeBIOHMMY 1LIr03a Wi [D mMepuanTa.

0 [TonnepxuBaercs ¢puibTpanus Mo TUIY onepanuu (Harpumep, PayinRequest,
PayoutRequest) u cratycy (Created, Approved, Declined, Error u T.11.).

0 Bo3MokHOCTB BEIOOpa KOJIMYECTBA OTOOpAKaeMbIX 3alKCceil Ha cTpaHuLe (1o
ymomuanuio — 20).

0 JlomoTHUTENBHO AOCTYMHA (GUIBTPALIUS MO JaTe CO3JaHuUs Yepe3 BCTPOSHHBIN
KaJeHaph.
2. Tabnuia oneparuii:

B Tabnuie orobpaxkaercs cucok BceX (PMHAHCOBBIX TPAH3aKIMM ¢ KIHOYEBBIMU MTapaMeTpaMHu:

0 I[aTa CO3AaHUA — BpPEMS PEruCTpaliu orepan B CUCTEMC.
0 Nms xoMnaHum — MCPYAHT, OT UMCHU KOTOPOT'O OBLI WHUIIUUPOBAH ILIaTEXK.
0 Cy'MMa — BCJIMYMHA TPAH3aKIUU.

0 Bamora — xox Bamrotel (RUB, EUR, USD u T.11.).

0 Token — yHUKanbHBIN UAEHTU(UKATOD IJIaTeka, UCTIONb3yeMblit 11 API-3anpocos u
OTCJIC)KUBAHMS CTATYyCA.

0 IIceBnoHMM HUTI03a — UM TOAKJIFOYEHHOTO IUIATEXHOTO 1IUII03a, Yepe3 KOTOPBII
IIPOBEJICHA ONEPALIHS.



0 Tun — xmaccudukaiys onepanun (HarmpuMep, BXOAIMi miatéx — PayinRequest,
ucxosnmii — PayoutRequest).

0 Cratyc — Tekymiee cocrosinue onepanuu (Created, Approved, Declined, Error u np.),
0TOOpakaeTcs IIBETOBBIM MHIUKATOPOM IS y100CTBa MOHHUTOPHUHTA.

0 JleficTBUS — NOCTYM K AONOTHUTEIbHONU nHpOopMaruu o Tpanzakuuu (kHorka INFO) u
KOHTEKCTHOE MEHIO C paCIIMPEHHBIME (DYHKIIUSIMU.

3. NudopmaininonHas kapTouka onepanuu:

[Tpu Haxatuu Ha kHONKY INFO oTkpbIBaeTcs neranbHas KapTouka TpaH3aKIUU, COJep KaIasi:

0 napaMeTphl 3aIpoca U OTBETA IILTI03a,
0 BPEMEHHbBIE METKHU BCEX TANOB 00pabOTKH,
0 pe3yabTaT MPOBEPKH AaHTU(PPOI-MOTYIIS,

0 AAaHHBIC O MCPYAHTC U MCII0JIb3YEMOM HIIHO3C.



